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Example ICT Policy*
[NGB Name]

1. Introduction

[NGB Name] recognises that encouraging our employees to make full use of our computer system, including the email and internet facilities, is extremely important if we are to maximise the benefits which can be achieved through the use of modern ICT facilities. However, inappropriate use of our computer system by our employees (including the email and internet facilities) could result in legal action being taken against us and/or any employees involved.

Examples of possible claims which could be brought include copyright infringement, defamation, racial, sexual and/or other forms of harassment, offences under the Obscene Publications Act and offences under the Computer Misuse Act. In addition, downloading material from the Internet, using disks, transferring files and even the use of email can cause serious damage to the computer system whether by introducing viruses, deleting files, corrupting data, causing system crashes or overloading resources.

[NGB Name] has therefore introduced this policy in order to inform you of your obligations when using the computer system. This policy applies to all employees, as well as any other individuals using [NGB Name]’s ICT system.

If you breach this policy, the matter will be dealt with within the context of [NGB Name] Disciplinary Procedure.* Each case will be considered on its merits and, if sufficiently serious, may constitute gross misconduct resulting in summary dismissal.  If you have any questions about this policy or wish to raise any comments, or if you become aware of any breaches of this policy, you should notify [insert name] immediately.
*Other example policies are available on the WSA website
2. Use of the ICT System

[NGB Name]’s ICT system, including the email and Internet facilities is the property of [NGB Name] and is intended for business purposes only.  PCs, email facilities and Internet access should therefore be used only for these purposes. Any personal use should be limited, but if necessary should comply with the following conditions at all times:

· your personal use must not interfere with your or any other employee’s job performance;

· your personal use must not have a detrimental effect on the operation of [NGB Name]’s computer system whether because you are restricting the resources available to other employees or otherwise; and
· you must not violate any of the provisions of this policy or any other [NGB Name] policies, procedures, rules or regulations of the Company when using the computer system for your own personal use
Failure to comply with these conditions for personal use will constitute a breach of our policy, and may be subject to disciplinary procedures. Please note that personal use of the computer system is a privilege that may be revoked at any time.

3. Security
You are responsible for the security of your PC and/or lap top/other equipment. The contents of all documents, files and email communications on your PC and/or laptop are the property of [NGB Name].

You must not allow your PC and/or lap top to be used by any unauthorised persons, including members of your family. When leaving your PC unattended, you must ensure that you either switch it off, log off or lock your work-station to prevent unauthorised users using it in your absence.
You must keep any personal passwords confidential and not disclose it to anyone, including any of your work colleagues.  You must not ask any of your colleagues to give you their passwords, nor must you try to or actually access the system using any other person’s user ID or password.  You will be accountable for all activities created under your password.

4. Email

The use of email offers great advantage to us by enabling effective communication at great speed.  However, email messages can give rise to legal action against [NGB Name] and could be presented as evidence in any such legal action.  It is therefore vital for email messages to be treated like any other form of correspondence. All email correspondence is the property of [NGB Name].
The content and language of messages sent via the email system must be written in accordance with the standards applicable to any other form of written communication. You must always work on the assumption that email messages may be read by others.  

General messages to a wide group should only be used where absolutely necessary.  Hard copies and confirmation of receipt of important email messages should be retained.

[NGB Name]’s email facilities must not be used, at any time, for spreading gossip, fraudulently, for personal gain and/or in breach of any of [NGB Name]’s policies, procedures, rules or regulations.  In particular, we will not tolerate the use of email or email related services to create a hostile or offensive working environment based on gender, colour, race, nationality, ethnic or national origin, culture, religion, sexual orientation, age, disability, any other personal characteristic or any other reason.(set words exactly as your NGB equality information) This includes communications, "jokes", pictures, stories or other material which may be perceived by others as harassing, sexually explicit, intimidating, profane, defamatory, demeaning, offensive and/or otherwise inappropriate.  Such behaviour may amount to gross misconduct and may result in your dismissal.

If you receive an email which may be considered to be inappropriate you should notify [your manager].  If you receive such an email from someone you know, you should explain to them that you are not permitted to receive such emails at work and ask them not to send any more.  If you continue to receive such inappropriate communications and/or you retain such communications on your system, you will be held responsible and may be disciplined.

If you receive an email which has been wrongly delivered to your email address, it should be redirected to the sender of the message. In the event that you wrongly receive an email containing confidential information, you must not disclose or use the confidential information.

You must not send or forward non-business related attachments including chain letters, animated greetings, video clips, graphics and sound files, games or other software as to do so has a detrimental effect on the efficient operation of [NGB Name] computer system.

5. Entering Into Contracts

A contract is an agreement between two or more parties to create legal obligations between them. Contracts can be made orally or in writing.  Binding contracts can be formed by email.  Email may appear informal but you must take care not to enter contractual obligations without the usual care and attention to detail necessary to protect the [NGB Name]’s interests.  Do take care when negotiating contracts by email and take legal advice or advice from [your manager] before entering contractual commitments. 

6. Confidential Information

In general terms, confidential information includes any information which is not available to the public. Information which is highly confidential is information which would damage the [NGB Name]’s reputation if it became disclosed. 
Guidelines for dealing with confidential information:

· Do ask [your manager] if you are not sure whether information is confidential.

· Do not send any documents of a highly confidential nature by email except where they are encrypted and you are authorised to do so by your manager. All such messages should have the following statement included in non-encrypted text:

“This message is confidential and intended only for the addressee. No other person is authorised to decrypt this message and unauthorised decryption is prohibited and may be unlawful. Unauthorised decryption will not waive privilege or confidentiality.” Amend as required if your NGB system does not have the ability to encrypt text.
7. Internet

The Internet offers almost unlimited opportunities for obtaining information on a vast range of topics.   Your use of [NGB Name]’s Internet facilities should be primarily for business purposes. However, you are permitted to make limited use of the Internet facilities for your own personal reasons, subject to the Conditions for Personal Use referred to above.
In addition to the many useful sites on the Internet, there are also a number of pages which have on them offensive, sexually explicit and inappropriate material. Whilst we recognise that it may be difficult for you to completely avoid such pages, as even innocuous search requests may lead to sites which contain offensive material, you are not permitted to and must not deliberately access and/or download material which others may perceive as demeaning and/or offensive from the Internet.  We reserve the right to restrict your access to the Internet.
8. Home Computers  

[NGB Name] computers are organisation-owned assets and must be kept both software legal and virus free.  Only software purchased through the procedures outlined above may be used on the [NGB Name]’s computers.  Users are not permitted to bring software from home and load it onto [NGB Name]’s computers. Generally, organisation-owned software cannot be taken home and loaded on a user’s home computer if it also resides on a [NGB Name] computer.  If a user has a requirement to use software at home, which must be properly authorised, [NGB Name] will purchase a separate package and record it as an organisation-owned asset in the software register. 
9. Lap tops and other portable devices
The increasing use of portable computers and storage devices has generated extra security risks which need to be mitigated by following the guidelines below:

· Do not leave portable computers unattended where they might be accessible by the general public
· Store portable computers in locked cabinets or secure to furniture with approved cable locks when not in use for a prolonged period.
· Do not display sensitive information in public places where the screen could be overlooked. Alternatively use a privacy screen.
· Use a carrying case to minimise damage to the equipment.
· Limit access to the equipment to authorised persons only
· Use only authorised software in conjunction with the Software Policy.
· Report any loss or theft of portable equipment to [relevant name] as soon as practicable advising of what information was stored on the equipment.
Use of portable equipment is for business purposes only. Any personal use should be limited, but if necessary should comply with the above conditions at all times. 
10. Virus Protection

You must not:-

· import any files including non-text files or unknown email messages or attachments; or

· download any information from the Internet

onto your PC and or lap top, without first seeking permission from [relevant name] and scanning for viruses. Software that has not been approved in advance by [relevant name] is banned from use on the system at all times.  Computer games, including quizzes and arcade games are banned in all cases and will be deleted whenever found.

11. Copyright Infringement

You must not make or try to make copies of any of the software on your PC and/or lap top/other device.  To do so could put [NGB Name] in breach of our licence terms and/or result in action being brought against you and/or [NGB Name] for copyright infringement.  You must not download, copy or transmit to anyone any work or documents from the Internet or otherwise belonging to or created by any third party without their permission, as this may infringe copyright or other intellectual property rights.

12. Monitoring

You should not have an expectation of privacy in anything you create, store, send or receive on the computer system.  [NGB Name] reserves the right to access the contents of any documents, files and/or email messages on your PC and/or lap top/other device for any purpose, including without limitation to:-

· monitor whether your use of your PC and/or lap top and/or the computer system as a whole is legitimate and relevant to the business;

· investigate or detect the unauthorised use of [NGB Name]’s systems;

· find or retrieve lost documents, files and/or email messages;

· assist in the investigation of wrongful acts and establish the existence of facts relevant to [NGB Name]; 

· ascertain compliance with regulatory or self-regulatory practices or procedures relevant to [NGB Name]; 

· ascertain or demonstrate standards which are or ought to be achieved by persons using the system; 

· prevent or detect crime;

· ensure the effective operation of the system; and/or 

· comply with any legal obligation
[NGB Name] may also record, store and process the content of emails for many of the purposes set out above.

[NGB Name] may also from time to time monitor the Internet sites which you access, including without limitation the length of time for which you access such sites to ensure that you are complying with this policy.

13. Revision of Policy

[NGB Name] reserves the right to amend and/or withdraw this policy from time to time for any reason, including without limitation, to take account of changes in the law, best practice and/or operational requirements.
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